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|. Getting Started

This chapter explains how to download and start RWC5020A application program.

1.1 Download and Installation
1.2 Start the Application
1.3 GUI Structure
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1.1 Download and Installation

RWC5020A application program is provided by email or download link and the downloaded file can be

unzipped into users’ directory. The following figures show an example.

» ThisPC » Local Disk (C:) » RWCS0204 v & Search RWC5

Organize » New folder Bz« o

LoRa L e MName Date modified Type Siz
= rwe_shared (\ #
Mo items match your search,
LoRa -
02-Manual
04- 274K 2R
release_FW

screen_vl.11
& OneDrive
3 This PC
80 spHC (k)

|_ﬂ' Metwork v £ >

File name: | {44

Save as type: | ALZip ZIP File (*.zip) ~

Save Cancel

A Hide Folders

Fig1.1 Downloading Zip file
B rRwcso20a Compressed Folder Tools
Home share  View Extract (2]
5
1+ > ThisPC > Local Disk (C:) » RWC50204 v|®|  Search RWCS0208 r
B videos A Name Date modified Type Size

v ‘& Local Disk (C) EEGI RWC5020A_SW_V1.110_20180320.zip 3/21/2018 AM 11:04  ALZip ZIP File 7,185 KB

$5ysReset

Brother

Intel

Keil_v5

MSOCache

OneDriveTemp

Perflogs

Program Files
Program Files (x86)
ProgramData

> RW(C5020A
Shopping

Temp
v

1 item 1item selected 7.01 MB

Fig 1.2 Downloaded into User’s Directory
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B rwes0208 Application Tools
File Home Share View Manage ™ o
s
1+ > ThisPC » Local Disk (C:) » RWC5020A v @ Search RWC50204 »p
> B Videos € Mame ° Date modified Type Size
v & Local Disk (C) AppMote File folder
’ S5ysReset lora_demo File folder
> Erother manual File folder
> Intel D lora_demo.prj PM 2:08 PRJ File KB
3 Keil s @ RWC5020A PC APP Release Note.pdf /20/2018 PM 2:49 Foxit Reader P... 82 KB
MSOCache Lﬁ"- RW(C50204_App.exe 3/21/2018 AM 11:10  Application 2,TAT KB
) OneDriveTemp 5 RWC5020A_SW_V1.110_20180320.zip 3/21/2018 AM 11:04  ALZip ZIP File 7,183 KB
Perflogs
> Program Files
» Program Files (x86)
> ProgramData
> RW(C50204
Shopping
» Temp
. Heare ¥
Titems 1 item selected 2.68 MB =z =

Fig 1.3 Unzipped Files

After unzipped, the following files or directories are shown:
the executable file ‘RWC5020A_App.exe’,
the Release Note for the current version release,
the example project ‘lora_demo.pryj’,
the directory including manual documents,

and the directory including application notes.

Note: Operating system for User’s PC is recommended to be used Windows 7 or later.
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1.2 Start the Application

Execute the application ‘RWC5020A_App.exe’. Most likely the following popup window will be shown at the

first execution if Ethernet configuration between the Tester and user’s PC is not done correctly. If Ethernet

configuration done, it will not happen any longer.

Cannot connect with RWC50204

[Check Point!!]

1) Disable WIFI

2} Disable Virual Machine Metwork

Fig 1.4 Popup Message for Connection Alert

After clicking OK, the application will be opened as the following figure.

| RedwoodComm : LoRa Autotest (Version : 1.110a)

PROJECT ~ SETUP

CERTIFICATION

EU 868
us 915
A5923

KR 922

Test Information

REGION £
PLOSS
OTA/ABP
DUT CMD

DUT VENDOR

ABOUT

PROJECT NONE
PATH .\ FILE NAME
CERTIFICATION H‘ PERFORMANCE = LINKANALYZER

CERTIFICATION - EU_868 V1.5

REPORT PATH

UTILITIES [Etffente RepoRT | | (2 LoPEN REPORT
EU Certification Test V. STARTTEST [ ] Contral DUT 2
LORA CERTIFICATION TEST SUMMARY/(EU V1.5)
Expand All Collapse All Selected:0 SKIP
B D'E‘:’TA”‘[":"‘:C‘;"':{?'TG"WEH [EV) TEMS. VERDICT SUB VERDICT
cst Mode Attivation. 1Test Mode Activation NOT TESTED
-[]2 Test application functionality 1 Test Mode Aetieat et
-3 Over The Air Activation est Moce Activation = =
R e aEEs 2 Test application functionality NOTTESTED
E 5 Cryptography 2.1 Test echo S-Ervtle
(16 Dewnlink Window Timing 2.2 Test downlink counter
[[17 Frame Sequence Number 3 Over The Air Activation NOT TESTED
[18 Device Status Request 3.1 Over The Air Activation
DQ MAC Commands 4 Packet Error Rate RX2 SF12 NOT TESTED
[]110 New Channel Request 4.1 Packet Error Rate
[J11 pichannelReq MAC Command 5 Cryptography NOT TESTED
[J12 confirmed packets 5.1 AES Encryption
[[J13 R Parameter Setup Request 5.2 Invalid Message Integrity Code
[aa B e cetuplr Saticet 6 Downlink Window Timing NOT TESTED
E et ) 6.1 Test RXL downlink at +20 microseconds
"E :5 :‘“:E: error “:E x; m"‘:‘““' 6.2 Test RX2 downlink at +20 microseconds
scket error rate ndow 6.3 Test RX1 downlink at -20 microseconds
6.4 Test RX2 downlink at -20 microseconds
7 Frame Sequence Number NOTTESTED
7.1 Uplink sequence number is incrementing
7.2 End node rejects a frame with decreasing sequence counter
8 Device Status Request NOT TESTED v
Test Parameters. pathloss | 0.0[2]|[ Default
= CLEAR MON MSG
SE7 SF8 sFe SF10 SF11 SF12
PER oosE|[ oosE|[ oosE|[ oosE|[ oosE|[ oosf CLEAR SPY MSG
power | -1320[= | 13202 | -1320[2] | -13202] [ -1320[2] | 13202 SAVE 5PY MSG
packET# | 1002 ol [ 100f=][ 100f=]|[ 100/=][ 100} T e
View Remate Message Tt REE g

UT PORT .

Fig 1.5

Initial Screen of the Application
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1.3 GUI Structure

RWC5020A application program consists of three categories: Project Menus, Test Functions, and Report
Functions. The next chapters will include the detail explanation about each category respectively. In the
following figure, blue color boxed functions are project menu functions, and red color boxed functions are test

related ones, and green color boxed functions are report related ones.

RedwoodComm : LoRa Autotest sion : 1.111t)

CERTIFICATION - EU_868 V1.5

DUT NAME REPORT PATH
FILE NAME

UTILITIES

|| e m S EU CERTIFICATION TEST RESULT

=/ [-ILoRa Alliance Conformance Test (EU) ~
Test Mode Activation 3 Over The Air Activation
1.1 Test Mode Activation

2 Test application functionality
1 Test echo servcie ‘ CERTI_ITEM_EU_03_01_OVER_THE_AIR_ACTIVATION
2 Test downlink counter
er The Air Activa
3.1 Over The Air Activation [ TEST FURPOSE ]

Packet Error Rate RX2 SF12 Test over the air activation
4.1 Packet Error Rate 3.1 Over The Air Activation
5 Cryptography

1 AES Encryption

2 Invalid Message Integrity Code

=]

[ LINK MESSAGE ]
LCHSF BW POW TIME FONT Adr Ack B FP M OMD TS,

U 112125 1e.8 5.895 eee3 1 @ @ 224 U DownlinkCounter Cnt=2
= mlink Window Timing D 112135 -38.8 ---- 1 e - 224 U TriggerJoinreq
1 Test RX1 downlink at +20 microseconds U 2 7125 10.7 REF e @ Join-request Nonce=7473
2 Test RXZ downlink at+20 micoseconds D 2 7125 -38.8 --——- --—- ® 88 - Join-accept RX1DROffset=2, RxDelay=
5 5 U 112125 1e.8 7.79s @eee 1 @ @ ee2 U Datalp Bytelen-15
3 Test RX1 downlink at-20 microseconds T B e R et
4 Test RX2 downlink at -20 micreseconds. U @12 125 1.8 4.235 @eel 1 @ @ 224 U DownlinkCounter  Cnt=e
= [£]7 Frame Sequence Number D © 12 125 -38.8 ---- @882 1 8 - 224 U EchoRequest EchoLen=3
1 Uplink sequence number is incrementing U 212125 10.8 5.265 @82 1 @ @ 224 U EchoResponse Echo PASS
2 End node rejects a frame with decreasing sequence counter DR2 9125 -38.8 - @883 1 @ - 224 U EchoRequest EchoLen=3
Test Information N U 112125 1e.8 5.18s eee3 1 e 224 U EchoResponse Echo PAsSS
8 Device Status Request U 112125 1.3 4.935 @@e4 1 @ @ 224 U DownlinkCounter  Cnt=2
REGION EU 568 8.1 DevStatusReq MAC Command D 112135 -38.e ---- eeeq 1 e 224 U TriggerJoinreq
sloss o MAC Commands U 2 7125 18.7 REF ---- @ @ - - Join-request Nonce=EF77
OTATABP — 9.1 MAC Commands v
DUT CMD Test Parameters  [3 Over The Air Activation] Pathloss| 0.0[Z]| Defaulr CLEAR MON MsG | [FEne #:-ERRoR -
Loaded NO ERRCRS
DUT VENDOR CEARSPY MsG | [0 ERRORS
SOLUM : NO ERRORS .
il Test Functions o s Report Functions

SAVE 5PY M5G

CONFIG [TEST TIME] Begin

View Remote Message Finish :

Fig 1.6 3 Categories of the Application
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Il. Project Menus

This chapter explains how to handle a project, DUT, test condition and test environment. With Top
Menus, user can create or open a project file, or delete currently opened project, and manage DUT

environment file. User can also access to User Manual file and optional information.

2.1 Project Menu
2.2 Setup Menu
2.3 About Menu
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2.1 Project Menu

The application has three top menu; [PROJECT], [SETUP], and [ABOUT]. This section shows how to use and

configure them before tests.

2.1.1 Project

Before starting use of the application, at least two basic works should be done; one is creating project and
the other is creating a DUT. When a new project is created, a ‘project_name.ini’ file will be generated.

When a new DUT is created in the project, a ‘DUT_name.ini’ file will be generated.

2.1.1.1 New Project
[New Project] creates a new project file. Before test, a project file and a DUT file must be created or

opened. Project may have many DUTs

| Project  » | New Project
ouT » Open Project
LERa Del Current Project
— Project List

Fig2.1 Project Menu

PROJECT lora_demo DUT NAME

PATH C\RWC5020A\lora_demo I:- @

Fig 2.2 Example of a new project (DUT empty)

2.1.1.2 Open Project
[Open project] opens an existing project file which the user selects. [Open project] also opens the last
tested DUT file automatically when the application starts, if ‘Load last project at start’ is checked in
[SETUP] -> [Utility Environment]..

2.1.1.3 Del Current Project
[Del Current Project] deletes currently opened project including all DUT files in project folder. The

deleted project cannot be recovered. Be careful to delete a project.
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2.1.1.4 Project List

[Project List] shows the list of projects in current directory.

2.1.2DUT

In this application, DUT means device name to be tested. DUT is a member of a project. You can create
many DUTs. If a new DUT is created, a ‘DUT_name.ini’ file will be generated. It includes information of

DUT’s test environment. If you want to test a new DUT, you'd better create a new DUT file and test.
2.1.2.1 New DUT

When [New DUT] of DUT Menu or NEW button of IEEH clicked, the ‘NEW DUT CREATION’ window
which helps you create a new DUT will be shown.

New DUT

LoRal iz A Del Current DUT

Fig2.3 DUT Menu

Type a DUT name and click [CREATE] button.

NEW DUT CREATION X

New DUT Name
|DUT_D[II |

CREATE CANCEL

Fig 2.4 Creation of a new DUT

The list of DUT names that you created will be shown in DUT list box as the following figure.

DUT NAME

DUT_00
DUT_01
DUT_02

Fig 2.5 List of DUT names

2.1.2.2 DEL Current DUT
[DEL Current DUT] deletes currently opened DUT file. The deleted DUT file cannot be recovered.

10
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2.2 Setup Menu

2.2.1 Connect RWC5020A

RWC5020A Application works under Ethernet connection between user’s PC and RWC5020A.

2.2.1.1 Open RWC5020A CONTROL PORT window

Clicking [Connect RWC5020A] of SETUP Menu or clicking - icon shows the ‘RWC5020A
CONTROL PORT’ window which helps you setup RWC5020A’s IP.

2.2.1.2 Setup IP
Setup the IP address same as the RWC5020A’s connected to the PC and click [CONNECT] button. If

PC recognizes a RWC5020A, the [CONNECT] will be changed to [CONNECTED].

RWCS020A CONTROL PORT ):4 RWCS5020A CONTROL PORT ):1
sync Time IP ADDRESS sync Time IP ADDRESS
CONNECT 192 | 168 | 0 | 114 182 | 168 | 0 | 114
HELP CLOSE N HELP CLOSE

Before connected After connected

Fig 2.6 IP Setup for connection

2.2.2 Control DUT

Control DUT menu consists of five sub menus : Open Port, Load User Cmds, Show User Cmds, Show

DUT Monitor, and Make Cmds Template.

Connect RWC50204A

| Control DUT 3 | Open Port
Test Configure Load User Cmds
Utility Environment Show User Cmds

Pop DUT Monitor
TART TEST I CONFIG TEST .
Make Cmds Template

Fig 2.7 Control DUT Menu

2.2.2.1 Open PORT
[Open PORT] shows a ‘DUT CONTROL PORT’ window to setup and open UART port for DUT control.
After configuring its port number and baud rate, click [OPEN PORT] button.

11
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DUT CONTROL PORT DUT CONTROL PORT
RESCAN PORT No.  BAUD RATE RESCAN PORT No. BAUD RATE
OPEN PORT ‘CLOSEPORT COMB 38400
5
Before open After open

Fig 2.8 DUT Control Port Setup

2.2.2.2 Load User Cmds
[Load User Cmds] pops up a ‘OpenFile Window’ for opening a DUT control file(.txt) which describes
configuration and user commands. If you want to create your own command file, use [Make Cmds

Template] function which helps you create a template file.

USER COMMAND MAPPER ]

Reference Action User Defined Cmd ~

set_class_a ]

set_class_b AT+CLS 1; a: A, 2: C

set_class_c AT+CLS 2, @ A, 2: C

set_ul_cycle_off AT+PRF 1; @: off, 1: on

set_ul_cycle_on

set_activation NOME ;

set_app_key AT+AK ... | 128 bit

set_dev_eul NOME ;

set_app_eui NOME ;

set_apps_key NOME ;

set_nwks_key NOME ;

set dev addr NONE s
£ >
Template HELP

Fig 2.8 Example of Load User Cmds

2.2.2.3 Show User Cmds
[Show User Cmds] pops up the ‘COMMAND LIST for DUT CONTROL’ window and shows user-defined
commands which are loaded currently. To see user’s own commands with this window, user has to

load a ready-made DUT control file(.txt).

12
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USER COMMAND MAPPER B(

Reference Action User Defined Cmd ~

set_class_a ]

set_class_b AT+CLS 1; a: A, 2: C

set_class_c AT+CLS 2, @ A, 2: C

set_ul_cycle_off AT+PRF 1; @: off, 1: on

set_ul_cycle_on

set_activation NOME ;

set_app_key AT+AK ... | 128 bit

set_dev_eul NOME ;

set_app_eui NOME ;

set_apps_key NOME ;

set_nwks_key NOME ;

set dev addr NONE ; N
£ >
Template HELP

Fig 2.9 Example of Show User Cmds

2.2.2.4 Show DUT Monitor
[Show DUT Monitor] shows a popup window which shows the DUT’s response. User may send control

commands using the popup window.

[ DUT Control Monitor

COMPORT COM& BAUD RATE 38400 [] showtime  Font Size | 2.0 = CLEAR

Fig 2.10 DUT Monitor screen

13
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2.2.2.5 Make Cmds Template
[Make Cmds Template] creates a template file function which can help user create user’s own control

file by showing a template file. User can fill it up and save it as a text file (.txt).

] USER_CTRL_CMD_TEMPLETE.INI - Notepad

Eile Edit Format Yiew Help
[COWF 1G]

WEHNDOR=NONAHE
HUH_CHOS=33
B4LDRATE=115Z00

EdL=rn
SEL_CHO_INTY=1.5

[CHDS]
set_class_a=NONE: /dinsert your command and parameter
set_class_b=HONE:
set_class_c=NONE:
set_ul_cycle_of f=NOWE;
set_ul _cvele_on=NONE:
set_act ivat ion=NONE:
set _app_key=NONE;

et _dewv_eui=NONE;

set _app_eui=NONE;
set_apps_key=NONE;

et _nwks _key=NONE;

set _dew_addr=NONE;
reset _device=NONE;
do_pseudo_join=NONE;
set_adr_en=NONE;
set_adr_dis=HONE:
set_drO=NOME:
set_drl1=NOHE:
set_dr2=NOHE:
set_dr3=NOHE:

set _drd=NONE:
set_dr5=NOME:
set_rtr_nun=HONE:
send_data_cfm=NONE;
send_dat a_uncfm=NONE:
send_| ink_check_req=HONE;
send_dew_t ine_req=NOKE;
send_dat a_cfmax=NONE;
send_dat a_uncfmax=NONE;
start_ns_tx=NONE:

start _ns_rx=HONE;

get _numn_pkts_rx=NONE:
reset _nun_pkts_r==HONE;

Fig2.11 Template of User Control Commands

2.2.3 Test Configuration
[Test Configure] or | “©NFISTEST | shows a window in which user can setup the basic properties of DUT.

This configuration is applied to all test functions of the application.

CONFIGURATION <]
REGION [EU_g68 ~|  DUTTYPE
CLASS Class A SCENARIO |CERTI_ECHD  «
KEV/CTRL OTAA LoRaWAN [v1.02 v
CH MASK SETUP DUT CMD Loaded
DUT CTRL COME

Fig 2.12 Test Configuration window

14
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Clicking the value of ‘KEY/CTRL’ shows a popup window for protocol key values configuration in which
user can setup keys and switch DUT between OTAA and ABP mode. In case of regions that the
number of channels is greater than 8, the window also shows the selection of channel group. This

configuration is applied to all test functions of the application.

CONFIGURATION (KEYS / CONTROL) ):1 CONFIGURATION (KEYS / CONTROL) )x(

KEYS KEYS

[ checkew TestMode @Activation TestMode @Activation

CHMASK @Activation READ KEYS CHMAZK @Activation READ KEYS
AFF ax APP ax 2 288 288 1 32 digits

DEV_EUL |8x 2222202200022881 16 digits ggggedeaee808881 1
APP_EUL |@x 2922080080200881 16 digits e2ggapoaa08a888l 16 digits
APPS @x EA39C5785789AFTACD4E255319B1EDIB 22 digits APFS @x EA3SCSTesSTe9AFTACDAB25531981EDSE 32 digits
NWKS @ 9E4532171ACF2BC2FFBY7IBF33ATSCER 32 digits MWKS @x JE4532171ACFIBC2FFBI79@F33ATSCER 32 digits
DEV_ADDR [|& eegeesel = digits DEV_ADDR |&x 22228881 Bdigits
DUT CONTROL DUT CONTROL
Response = Response =
Interval 5 2| | Show DUT Cmds Config DUT Port Interval 5 [ | Show DUT Cmds Config DUT Port
CLOSE CLOSE
OTAA mode ABP mode

Fig 2.13 Protocol Keys Configuration window

CONFIGURATION (KEYS / CONTROL) B CONFIGURATION [KEYS / CONTROL) B
KEYS KEYS
I:‘ Check EUI TestMode @Activation TestMode @Activation
MODE : OTAA CHMAZK @Activation READ KEYS ‘CH MASE @Activation READ KEYS
APP ax APP g aee a8 BOBEL 32 dizits
DEV_EUL |&x 2200020002000001 16 digits DEV_EUT |& 2208000020080801 15 dizits
APP_EUL |@x 2902020020002091 16digits APP_EUI |e 2800000000000881 16dis
APPS  ||@x EA39CS7B57@9AFTACD4225531981ED9B 22 digits AFFS  |@X EA39CS7@5783AFFACDSE255319B1ED9E 32 digits
2x 9E4532171ACF 2BC2FFBI798F33A75C68 32 digits MWKS  |8X 9E4532171ACF2BC2FFES7I8F33A75C6E 32 digits
28088881 3 dizits DEV_ADDR |8x B0280081 B digits
CH GROUP CH GROUP
CH GROUP CH GROUP
DUT CONTROL DUT CONTROL
Response - Response -
Interval 5 2| | Show DUT Cmds Config DUT Port Intenval 5 =|| Show DUT Cmds Config DUT Port
CLOSE CLOSE
OTAA mode ABP mode

Fig 2.14 Protocol Keys Configuration window for US/CA Region

Clicking ‘SETUP’ for CH MASK in Test Configuration window shows a popup window for modification of

15
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one of channel frequencies.

CONFIGURATION 'I‘

REGION |kR_222 ~

CLASS Class A
KEY/CTRL ABP
CH MASK SETUP

DUTTYPE |END DEVICE
SCENARIO |CERTI_ECHO
LoRaWAN (V102 e

DUT CMD Loaded

DUTCTRL COMB

CHO
CH1
CH2
CH3
CH4
CH5
CHE
CH7?

CHANNEL LIST <]
922 100000
922 300000
922 500000
921.900000

922.700000 |2
922.900000
923.100000

WRITE READ

923.300000

Fig 2.15 Modification of Channel Frequency

16
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l1l. Test Functions

This chapter explains how to use pre-certification tests, RF performance tests, Link Analyzer, and
other utilities. With test functions, user can select test mode of test items, handle test operation, and

setup test environment.

3.1 Certification Test
3.2 Performance Test
3.3 Link Analyzer

3.4 Utilities

17
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3.1 Certification Test

3.1.1 LoRaWAN Certification
There are four LoRaWAN Certification functions like EU, US/CA, AS, and KR. Other regional
certification functions will be added as soon as they are published. If you select one of the certification

functions, regional parameters will be configured automatically according to the certification.

EU 868 Us 915 A5923 KR 922

Fig 3.1 Selection of Region for LoRaWAN Certification Test

3.1.2 Operator Certification
There is an Operator Certification option, SKT. Other private certifications could be added according to

further requests.

SKT

Fig 3.2 Selection of Region for Operator Certification Test

3.1.3 Certification Test Items

3.1.3.1 Meaning of Text Colors
Each color has the meaning of verdict; the blue-colored is PASSED, the red-colored is FAILED, the
black colored is NOT_TESTED.

— [[]1 Test Mode Activation —|:|5 Cryptography 1.9 MAC Commands
. _+[J11Test Mode Activation - ~[J5.1 4ES Encryption ¢ [Je11gnore Invalid MAC Command
Blue : PASSED Red : FAILED Black : NOT_TESTED

Fig 3.3 Meaning of Text Color

3.1.3.2 Selection and Test Parameter Configuration
Select the test items to be tested by clicking the check boxes in front of the subtitles. If you click a test

item, its test parameters will be shown at the bottom of test items.

18
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=8 16 Packet error rate RX1 Window

16.1 Test packet error rate for SF7BW125 using R¥1 window
16.2 Test packet error rate for SFEBW125 using RX1 window
16.3 Test packet error rate for SFBW125 using RX1 window
16.4 Test packet error rate for SF10BW125 using RX1 window
16.5 Test packet error rate for SF11BW125 using RX1 window
16.5 Test packet error rate for SF12BW125 using RX1 window
#{]17 Packet error rate RX2 Window

Test Parameters [16 Packet error rate RX1 Window] Pathloss | 0.0/ || Default
SF7 5F8 S5F9 SF10 5F11 5F12
PER 0.05 0052 0.05 0052 0052 0052

POWER -B5.0 -B50 12 -B5.0 -B50 12 -85.0 -B5.012

-
-
-

AR A4

PACKET# ] &0 ] &0 &0 &0

Fig 3.4 Configuration of Test Parameters

3.1.3.3 Start Test

Just click | &) SWRTTEST | b tion and all selected items will be tested sequentially. Keep in mind
RWC5020A application program will automatically overwrite the result after each item is tested without
asking whether selected item was tested previously or not. In other words, the application always

keeps the recent test results.

3.1.3.4 Control DUT

If you want to control DUT while test, check the [d€enmelBUT check box, then PC application will send
control command according to the loaded user control command file. Refer to 2.2.2 for DUT control.
You can see the transmitted commands and received responses to/from DUT respectively on DUT

control monitor window. Click the | buTMeniter | button and a large DUT control monitor will be pop up.

DUT Contrael Monitor

COMPORT COMGE BAUD RATE 115200 [] show time Font Size | 2.0 | CLEAR

I0TAA
DevEui= 34-31-37-32-74-36-TA-OF
AppEui= 01-01-01-01-01-01-01-01

AppKey= 2B 7E 15 16 28 AE D2 A6 AB F7 15 B8 09 CF 4F 3C

VERSION: 44021110
wDone

wDone

Fig 3.5 DUT Control Monitor
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COMPORT and BAUDRATE information of the current control port will be displayed as follows.

DUT Centrel Monitor

COMPORT COME

BAUD RATE 115200

COMPORT

BAUD RATE

Fig3.6 COMPORT and BAUDRATE

3.1.3.5 Test Result — Summary Table

When click the certification title, the test summary table will be shown on result window.

‘CERTIFICATION

EU 868
Us 915
AS5923

KR 922

SKT

Test Information

REGION E
PLOSS  ©
OTA/ABP O7AA
DUT CMD

DUT VENDOR

CONFIG

Fig 3.7 Test Result — Summary Table

3.1.3.6 Test Result — Detail Report

Clicking the sub title, detail test result will be shown on result window

EU Certification Test V1° {2 smarTesT | [ contral BUT ITEMS VERDICT SUB VERDICT
1 Test Mode Activation PASS
Expand All | | Collapse All €= SKIP 1.1 Test Mode Activation PASS
~ 2 Test application functionality PASS
=[] 1 Test Mode Activation 21 Test echo servele PASS
[J1.1 Test Mode Activation 2.2 Test downlink counter PASS
= [J2 Test application functionality 3 Over The Air Activation PASS
[J2.1 Test echo servcie 3.1 Over The Air Activation PASS
..... [J2.2 Test downlink counter 4 Packet Error Rate RX2 SF12 PASS
[]3 Over The Air Activation 4.1 Packet Error Rate PASS
[ ]3.1 Over The Air Activation 5 Cryptography PASS
[]4 Packet Error Rate RX2 SF12 5.1 AES Encryption PASS
2.1 Packet Error Rate 5.2 Invalid Message Integrity Code PASS
5 Cryptography 6 Downlink Window Timing PASS
5.1 AES Encryption &.1 Test RXL downlink at 20 microseconds PASS
{52 Invalid Message Imegrity Code 6.2 Test RX2 downlink at +20 microseconds PASS
L6 Downlink Window Timing i 5.3 Test RX1 downlink at 20 microseconds PASS
Ez;::tg:; :x::::: ::;g ::E;E::EZ::: 6.4 Test RX2 downlink at -20 microseconds PASS
[16.3 Test RX1 downlink at-20 microseconds 7 Frame Sequence Number PASS
e o s— 7.1 Uplink sequence number is incrementing PASS
LT e ——— 7.2 End node rejects a frame with decreasing sequence counter PASS
+-[]7.1 Uplink sequence number is incrementing 8 Device Status Request PASS
[[17.2 End node rejects a frame with decreasing sequence counter 8.1 DevStatusReq MAC Command PASS
= [J8 Device status Request 9 MAC Commands PASS
[&.1 DevstatusReq MAC Command 3.1 MAC Commands PASS
£1[]a MAC Command hd 10 New Channel Request PASS
Test Parameters  [1 Test Mode Activation] Pathloss | 0.0/%]| pefault CLEAR MON MG
CLEAR SPY MSG
SAVE SPY MSG
View Remote Message R s I
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Test Information

REGION EL_g&8

DUT CMD

ce

lccceccecec

ceccccee

™D
DownlinkCounter
Triggerdoinreq
Join-request
Join-accept
pataup
ActivateT
pownlinkcounter
EchoRequest
EchoResponse
EchoRequest
EchoResponse
DownlinkCounter
Triggerdoinreq
Join-request
Join-accept
pataup
activateTn
DownlinkCounter
EchoRequest
EchoResponse
EchoRequest
EchoResponse

cnt=2

Nonce=7473
RXIDROFFset=2, RxDelay=
Bytelen-16

Cnt=@
EchoLen=3
Echo PAsS
EchoLen=3
Echo PAss
cnt=2

Nonce=EF77
RXI1DROFFset=p, RxDelay=
Bytelen-15

cnt=e

EchoLen=3
Echo PASS
EchoLen=3
Echo Pass

Expand All Collapse All Selected:0
= [LoRa Alliance Conformance Test (EU) fal [ TEST PURPOSE ]
Rl Test over the air activation
2 [ Test Mode Activation 3.1 Over The Air Activation
[J1.1 Test Mode Activation
=[] 2 Test application functionality [ LINK MESSAGE ]
[J2.1 Test echo sencie LCHSF BW POW TIME FCNT Adr Ack B FP
[J2.2 Test downlink counter U 112135 18.8 5.89s @883 1 @ @ 22
D 112135 -38.8 ---- egeq 1 e -
U 2 7135 18.7 REF - e e -
[3.1 Over The Air Activation D 2 7125 388 - 8 B8
=] D4 Packet Error Rate RX2 SF12 U 112135 12.3 7.79s @228 1 2e
[[]4.1 Packet Errar Rate D 112125 -32.8 1oe-
5C hy U @12 125 18.8 1 ee
D ryptography . D @12 125 -38.2 1 @e-
[15.1 Ags Eneryprion U 212125 12.8 1 ee
[[15.2 Invalid Message Integrity Code DR2 9125 -30.2 1 oe-
[J& Downlink Window Timing U 112125 1e.8 1 ee
[[16.1 Test RX1 downlink at +20 microseconds U 112125 12.8 1 ee
[16.2 Test BX2 downlink at +20 microseconds 3 ; 15 E: ’ig"; é g -
[16.3 Test RX1 downlink at -20 microseconds D 2 7125 -ze.8 e ee
[16.4 Test RX2 downlink at -20 microseconds U 112125 12.8 1 ee
[J7 Frame sequence Number DR2 5125 -38.9 18-
[17.1 Uplink s=quence number is incrementing g 3 E g: ;2-: i 2 e
[[17.2 End node rejects a frame with decreasing sequence counter U 212125 1o.8 1 ee
=18 Device status Request DR2 9125 -30.2 1 @-
[J&.1 DevstatusReq MAC Cemmand U 112 125 18.8 5.195 @883 1 8 @
=9 MAC ¢ A S
TestParameters  [3 Over The Air Activation] Pathloss Default

Unloaded
DUT VENDOR

CONFIG

CLEAR MON MG
CLEAR SPY M5G
SAVE 5PY MSG

ew Remote Message

Fig 3.8 Test Result — Detail Report

[TEST TIME] Begin

Finish :
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3.2 Performance Test

Performance test function makes RWC5020A search the sensitivity level by measuring the PER (Packet Error

Rate) and measure TX power of DUT according to the test configuration and conditions.

~
L3 swerresr [ e e [N Eseain CSeiRiEaH] | PERFORMANCE TEST SUMMARY (DUT_00)
REGION  £U_868 DUTTYPE  END DEVICE | TEST CONDITIONS Defaurt ‘ DUT NAME DuT_00
REGION EU_868
CLASS LoRaWAN w1 Test Parameters (RX1) SCENARTO CERTI_ECHO
MODE oA SCENARIO  CERTI_ECHO Change SF during test CHMASK ] ]
DUTCMD  Unloaded ox| TF T PER using RX1 Window : PASS
- | START | + STOP CRITERIA SF Start Step Stop Target #Pkt Criteria Result Verdict
spi2 [ 132002 - 1007 SF12 1320 | 10 1410 | o1 60 -136.0 -135/0.050 | PASS
TESTITEM [] SF11 1290 | 10 1380 | ol 60 -133.0 -136/0.000 | PASS
SF11 | -122.0 -1100 3 SF10 -1280 | 10 -137.0 01 60 -132.0 -133/0.100 PASS
SENSITIVITY AND TX POWER TEST se10 | -1280 1100/ 579 1250 | 10 1340 | ol 60 -129.0 -130/0.000 | PASS
. ) . ) 578 1220 | 10 1310 | o1 50 1260 -128/0.083 | PASS
[J PER using RX1 Window []PER using RX2 Window SFe | -1250 1002 SF7 1150 | 10 1280 | o1 50 1230 -125/0083 | PASS
L] sF12 0 sF12 s [-1220 -1100/% PER using RX2 Window : PASS
[ sF11 [ sF11 se7 | 11920 1100/~ SF Start Step Stop Target #Pkt Criteria Result Verdict
[ sF1e [] sFie = SF12 1320 | 10 1410 | o1 60 -136.0 -138/0.000 | PASS
sFa sF9 SF11 1290 | 10 1380 | ol 60 -133.0 -136/0.000 | PASS
g sra g srs STipA * P]?)“i # :sTA w:f’fs SF10 1280 | 10 1370 | ol 60 -1320 -132/0.050 | PASS
0 se7 O s+ - - - il 579 1250 | 10 1340 | ol 60 -129.0 -130/0.000 | PASS
578 1220 | 10 1310 | ol 60 1260 -128/0.100 | PASS
X P Test RX2 Frequency B63.525 % SF7 -1190 | 10 -128.0 01 60 -123.0 -124/0.016 PASS
LITX Power Tes TX Power Test : PASS
L Txpouers L TxPowers POW | cHo cH1 chz cH3 cHa_ | cHs cHE cH7 Verdict
[ TxPower1 [ txPower? Target PER 0102 0 129 123 129 PASS
] TxPower2 1 108 108 | 108 PASS
. z 85 85 8.5 PASS
g TXPoer3 RercEoEren 3 59 59 59 PASS
TXPouerd [] Show Link message during test 4 36 35 3.6 PASS
O powers 5 13 13 13 PASS
[] Paste tested Image after test 5 03 Y] 0B PASS v
Selected : 0 —————
[ View Remote Message | CLEAR MON MSG e T BT

Fig 3.9 Performance Test

3.2.1 How to Use

3.2.1.1 Test Configuration
Click | SONFIETEST | 19 set up the test configuration: Region, DUT Type, Class, test scenario, channels,
and so on. There are three types of DUT; END DEVICE, GATEWAY, and NON-SIGNAL. Available test
items may be different according to the selection of Region and DUT Type parameters. There are two
types of test scenario to measure PER; NORMAL_UL and CERTI_ECHO. The CERTI_ECHO
requires DUT to support Certification test mode and applicable only to END DEVICE test. The

NORMAL_UL uses confirmed signaling to check packet loss.

3.2.1.2 Selection and Test Condition Configuration
Select the test items to be tested by clicking the check boxes in front of the subtitles. If you click a test

item, its test conditions will be shown at the right side of test items.
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TEST CONDITIONS Default

TEST CONDITIONS Default
REGION  EU_ss8 DUTTYPE  END DEVICE REGION  EU_gsg DUTTYPE  END DEVICE
cLass LoRaWAN  1.0.2 Test Parameters (RX1) CLASS A LoRaWAN V102
MODE SCENARIO  CERTI_ECHO ) CH MASK MODE SCENARIO RTI_ECHO
Change SFduring test o, [77 [=
DUTCMD  Unloaded - DUTCMD  Unloaded
- | START [+ sTOP CRITERIA
sp1z | -13202] - -110.0[%
TEST ITEM
U sp11 | -120.0/2] ~ -110.0[% UETIEY W
SENSITIVITY AND TX POWER TEST sp10 [ 128002 - -110.0[2 SENSITIVITY AND TX POWER TEST
[ PER using RX1 Window [ PER using RX2 Window sfg [ -125.0/2] ~ -1100% I PER using RX1 Window [] PER using RX2 Window
O sF12 SF8 | -1220[% ~ -110.0/= [0 sF12
SF11 SF11
u sf7 | -119.0[2] ~ -110.0[2 O
[] sF1e [] sFie
0 sfe STEP  #POW  #PKT  PATHLOSS L] sF9
0 =% 1= [ 10 [ 10 0.0f= [ sF8
O se7 O sF7
RX2 Frequency 869525
[JTX Power Test [JTX Power Test
[ T¢Powere [ TxPowers [ T#Powere [ TxPowers
[ TxPower1 O txPower? Target PER o010/ [ T*Powerl O TxPower?
[ TxPower2 [ TxPower2
ower Report Option TXPower3
O T 3 port Opti O
TXPowerd
o ! [ show Link message during test U mxponers
[ txPowers [ TxPowers
[] Paste tested Image after test
Selected : 6 Selected : 6

Fig 3.10 Test Conditions for PER using RX1 and RX2 Window

| TEST CONDITIONS Default |
REGION DUT TYPE
CLAsS © LoRaWAN Y Test Parameters
MODE OTAA SCENARIO  CERTI_ECHO o I
DUTCMD  Unloaded PARAMS =
| 7F [2
CRITERIA
TESTITEM  [] MIR. MAX.
TXPower0 sof] - [ 150
SENSITIVITY AND TX POWER TEST Dbowert | 50/ - | 150
[ PER using RX1 Window [] PER using RX2 Window TXPower2 sof] ~ 150[=
[ sF12 g SF12 TXPawer3 5o ~ | 150[=
SF11 SF11
= TXPowerd sof=]| - [ 150[=
[ sF1e [] sF1e
[ sfe 0 sfe TPawer5 sof=]| - [ 150[=
[ sF& [ sF8 TXPower6 50 ~ [ 150[
0 s#7 O sf7 TXPower? 50 -~ [ 150
[F1TX Power Test
TXPowerd TXPowers
TXPowerl TiPower?
TXPower2
TXPower3 Report Option

TXPowerd

TXPowers

Selected : 8

Fig 3.11

3.2.1.2 Start Test
If §2) smrTTEST

3.2.1.3 Test Result — Summary Table

[ Show Link message during test

[] Paste tested Image after test

Test Conditions for TX Power Test

Test Parameters (RX2) CH MASK
Change SF during test ;[ ¢ <

- | START | + sTOP CRITERIA
sF1z [ -1320/= -136.0(%
sF11 | -129.00 -133.0(2
sFip | -1280% -1320/%
SF9 | -125.0/% -122.0%
SF8 | -1220.% -126.0/2
sF7 | -119.00 -123.0(2

STEP # POW #PKT  PATHLOSS

1] [ wf 60[= 0.0f=

RX2 Frequency 869525
Target PER 0.10[%
Report Option

[[] show Link message during test

[] Paste tested Image after test

button is clicked, the selected test items will be tested sequentially.

When the tile “SENSITIVITY AND TX POWER TEST” is clicked, the test result summary table will be

shown on the result window
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PERFORMANCE TEST SUMMARY (DUT_00) :

DUT NAME DUT_00

REGION EU_BEE

SCENARIO CERTI_ECHO
PER using RX1 Window : PASS
SF Start step Stop Target #Pkt Criteria Result Verdict
5F12 -132.0 1.0 -141.0 0.1 60 -136.0 -139,/0.050 PASS
5F11 -129.0 1.0 -138.0 0.1 60 -133.0 -136,/0.000 PASS
SF10 -1280 10 -137.0 01 60 -1320 -133/0.100 PASS
SF9 -1250 10 -134.0 0.1 60 -129.0 -130/0.000 PASS
SF8 -122.0 10 -131.0 0.1 60 -126.0 -128/0.083 PASS
SF7 -119.0 10 -128.0 0.1 60 -123.0 -125/0.083 PASS
PER using RX2 Window : PASS
SF Start Step Stop Target #Pkt Criteria Result Verdict
SF12 -132.0 10 -141.0 0.1 60 -136.0 -138/0.000 PASS
SF11 -129.0 10 -138.0 0.1 60 -1330 -136,/0.000 PASS
SF10 -128.0 10 -137.0 0.1 60 -132.0 -132/0.050 PASS
SF9 -125.0 10 -134.0 0.1 60 -129.0 -130/0.000 PASS
5F8 -122.0 10 -131.0 0.1 60 -126.0 -128/0.100 PASS
5F7 -119.0 1.0 -128.0 0.1 60 -123.0 -124/0.016 PASS
TX Power Test : PASS
POW CHO CH1 CH2 CH3 CH4 CH5 CHE CH7 Verdict
0 1249 1249 125 PASS
1 10.8 10.8 10.8 PASS o

Fig 3.12 Test Result — Summary Table

3.2.1.4 Test Result — Detail Report

When the subtitle “PER using RX1 Window” is clicked, all tested results will be shown on the result

window from SF12 to SF7 at the same time. When the test item title is clicked, the selected item’s test

result will be shown on the result window.

PERFORMANCE TEST RESULT

PER using RX1 Window : SF12

[ TEST CONDITION ]

[TEST CONFIGURATION]

Region EU_B68

Dut Type END DEVICE

Class Class A

Scenario CERTI_ECHO
[SENSITIVITY]

Start Power -132.0 dBm

Step Power 1.0dB

Mumber of Power 10

Stop Power -141.0 dBm

Path Loss 1.0

RX Window RX1

RX SpreadingFactor SF12

Number of Packet 60

Target PER 0.1

Sensitivity Criteria -136 dBm

[ TEST RESULT ]

[SENSITIVITY RESULT]
Measured PER 0.1
Measured Sensitivity -139.0 dBm

[VERDICT]
PASS

Fig 3.13 Test Result — Detail Report
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3.2.1.5 Report Option

There are two options for reporting the test results as the following figure.

Report Option
|:| Show Link message during test

[] Paste tested Image after test

Fig 3.14 Report Option

If “Show Link Message during test” is checked, Link messages during test will be attached in the test

report.

[ LINK MESSAGE ]

L CH 5F BW POW TIME FONT Adr ACK B FP M CMD

U & 7125 11.6 PREF ---- & B - --- - Join-reguest Nonce=4195

oD 2 7125 -38.8 ---- ---- 2 @ - --- - Join-accept RX1DROffset=8, RXDela
U 2121325 11.8 7.885 2288 @ @ - @82 U DataUp ByteLen=16

O 212 125 8.8 ---- @281 @ @ - 224 U Activatemm

U 112125 11.9 B.44s 8881 8 @ - 224 U DownlinkCounter Cnt=8

0 112 125 38.8 ---- @282 8 @ - 888 U LinkADRReg Pow=1,DR=8,Mask=87h,N
U 112125 11.82 5.18s e@g2 @ @ - 224 U LinkaDRANs Pow=1, DR=1, Mask=1
D 112 125 38.8 ---- 22883 @ @ - 224 U EchoReguest EchoLen=16

U @ 12 125 11.8 5.355 8283 @ @ - 224 U EchoResponse Echo PASS

D @ 12 125 -132.8 ---- 2884 @ @ - 224 U EchoRequest EchoLen=15

U 212125 11.8 5.825 2284 @ @ - 224 U EchoResponse Echo PASS

Fig 3.15 Link Messages attached in Test Report

If “Paste tested Image after test” is checked, the result fiugre will be attached in the test report.

[SENSITIVITY RESULT]

Sens. Level: -125.0 dBm, PER: 0.083
[RX1,5F7] -123.0dBm : PER = 0.000

PER
"
-

0.1 £ 3

=118 =120 =121 122 -123 <124 <125 <126 <127 <128
POWER (dBm)

SCENARIO || PKT_NUM || START STOP STEP || TARGET |
ECHO B0 -119.0dBm || -128.0dBm 1.0d8 0100

Fig 3.16 Result Figure attached in Test Report

25



F?

meﬂmﬂﬂdComm

3.2.2 Test options

3.2.2.1 Change SF during test
If “Change SF during test” is checked, it makes RWC5020A send commands to make DUT change

spreading factor according to the test item.

3.2.2.2 Show Result Graph

If “Show Result Graph” is checked, it shows PER curve or TX power graph while or after test as the

following figure.

Receiver Sensitivity Test

1 M rxa [ rx2

157 [ 1sme

TX POWER Testws. CH

TX POWER Test vs. IDX [] Autoscale

” o
aE=— 10 o
== ) o l
-18
-2
@ (Al (M2 CH3 (W2 CHE O w2 3 TP F1 P2 Pz P2 F5 FE P

PERFORMANCE TEST RESULT

PERFORMANCE TEST RESULT

PER using RX1 Window : SF12

‘ TX Power Test : TXPower0

[ TEST CONDITION ]

[TEST CONFIGURATION]
Region
Dut Type
Class
Scenario

[SENSITIVITY]
Start Power
Step Power
Number of Power
Stop Power
Path Loss
RX Window

EU_868
END DEVICE
Class A

CERTLECHO

-132.0 dBm
1.0dB

10

-141.0 dBm
1.0

RC1

3.2.2.3 View Remote Message

v
b3

<

[ TEST CONDITION ]

[TEST CONFIGURATION]
Region
Dut Type
Class.
Scenario

[POWER TEST]
TXPOWER
Spreading Factor

Power Criteria

EU_ge8

END DEVICE

Class A
CERT_ECHO

0
SF12

-5~ 15dBm

Fig 3.17 Show Result Graph

If “View Remote Message” is checked, it shows remote control commands and responses between the

application and RWC5020A.

CLEAR MOMN M3G

CLEAR 5PY MSG

ACK

CONF : PROTOCOL : REGION EU_S62

READ:RF:UL_CH? 3

SAVE SPY MSG

View Remote Message

2E7. 102088

[TEST TIME] Begin
Finish :

Fig 3.18 Remote Message
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3.3 Link Analyzer

Link Analyzer helps to dump all link messages from RWC5020A while communicating with DUT. In addition,
users can configure a single or multiple MAC commands in a single LoRa frame and send it anytime by

clicking | S®° | putton.

 2s1eRT L0GGING (] CLEAR MSG lEuNFIGTEsTI - SEND UNCONFIRMED PAYLOAD

L CH SF BW pow TIME FCNT AdrAck B FP M cMD CONTENTS | 1st MAC CMD
U 2 7125 10.3 REF ---- @ @ - --- - Join-request Nonce-6ESE MAC Command LinkADRReq Parameters
0 2 7125 -38.8  --em --e- @ ® @--- - Join-accept RXIDROFfset=e, RxDelay=1, RXIDR=8, CFn=g SET LINK_ADR_REQ, o = =
U @ 12 125 18.4 7.795 @2 @ @ @ @82 u Dataup ByteLen=16 - - ADR_DR 1 = ADR_NB_TRANS 1 =
D @ 12 125 -3@.e ---- 228 1 @ - 224 U ActivateTm - -
U 112125 18.3 4.48s @81 1 © @ 224 U DosnlinkCounter  Cnt=e ADR_TKPOW 17 ADRCHMASKHEX) =
U 212125 18.4 5.10seee2 1 @ @ 224 U DosnlinkCounter  Cnt=e ADR_MASK_CTAL -
U 812125 18.4 5.10s @3 1 @ @ 224 U DosnlinkCounter  Cnt-e - =
U @ 12 125 18.4 5.105 884 1 @ @ 224 u DownlinkCounter cnt=e
U @ 12 125 18.3 5.185 8885 1 @ @ 224 u DownlinkCounter cnt=e 2nd MAC CMD
U 112125 18.4 5.185 @286 1 & @ 224 U DosnlinkCounter  Cnt=8
U 212125 18.3 5.10s @e@7 1 @ @ 224 U DosnlinkCounter  Cnt=e WMAC Command RX_PARAM_SETUP Parameters
0 212125 -3e.8 - @0l 1 @ - 8@ U LinkADRReq Pov=1,0R=2, Mask=0887h, MC=2, NbTrans=1 | R v =

inkADf k- h b SET RX_PARAM_SETUP RX1_DR_QFF 0
U 18125 9,3 4.285 @82 1 @ @ 224 U LinkaDRAns Pon=1, DR=1, Mask=1 - =
U 218125 5.3 5.895 @e@s 1 © @ 224 U DosnlinkCountsr  Cnt=1 RX2_FREQ 869.525/%
U 118125 5.3 5.895 @88A 1 © @ 224 U DosnlinkCountsr  Cnt=1
U 110125 9.3 5.185 @08 1 @ @ 224 U DownlinkCounter  Cnt=1 RX2_DR
U 112125 3.3 5.89s @eeC 1 @ @ 224 U DosnlinkCounter  Cnt=1
U ®1e 125 5.3 5.895 @eeD 1 © @ 234 U DosnlinkCounter  Cnt=1
0 8 1@ 125 -38.8 -- @82 1 @ - @88 U LinkaDRReq POv=1,DR=1,Mask=0887h,MC=8, NbTrans=1 3rd MAC CMD
o RAPEransetReq RXIDROFFset=a, RX2DR=0 WAC Command User Defined MAC CMD Parameters
U 111125 2.3 5.525 @0E 1 @ @ 224 U LinkaDRAns Pow=1, DR=1, Mask=1
u RXParamsetans RXIDROFFset=1, RX2DR=1, CH=1 [ ser USER_DEFINED ~ PAYLOAD SIZE 16/%| FPORT o9[=
0111125 -3e.e - eee3 1 @ - epe U NoPayload
U 8 11 125 9.3 5.825 @@8F 1 @ @ 224 U DownlinkCounter cnt=3 PAYLOAD TYPE USER ~
U 1 11 125 9.3 5.895 8210 1 @ @ 224 u DownlinkCounter cnt=3
U 811125 3.3 5.89s @211 1 & @ 224 U DosnlinkCounter  Cnt=3 PAYLOAD  32{pos0)
U 211125 3.3 5.89s @el2 1 @ @ 224 U DosnlinkCounter  Cnt=3 12345678901234567850123456789012
U 811125 3.3 5.895 @213 1 @ @ 224 U DosnlinkCounter  Cnt=3

DUT TYPE : END DEVICE / LoRaWAN :V1.0.2 / REGION : EU_868 / CLASS : Class A

[ack ~
CLEAR MON MSG | |conr :Tester_wooe £t
Ak
CLEAR SPYMSG | |Exec: L1nK: RUN
ack
SAVE SPY MsG v
.\DUT_P@_Lora_LinkMsg_3_20_2018_aM_3_53_02.txt Save et TR Benin -
| [l View Remote Message Ear weElE=a, &

Fig 3.19 Link Analyzer

3.3.1 Dumping link message

Clicking makes RWC5020A start dumping link messages between RWC5020A and DUT
line by line. Clicking button makes RWC5020A stop dumping.

3.3.2 MAC commands editor
With or without dumping, you can edit MAC commands and make RWC5020A send MAC command(s).
User can send multiple MAC commands in single frame. The maximum number of multiple MAC

commands in a frame is three with RWC5020A.

Define the PAYLOAD TYPE as UNCONFIRMED or CONFIRMED and define the CMD FIELD as
PAYLOAD or FOPTION. If you want to select multiple MAC commands in a single frame, click ‘SET’ check
box for each MAC CMD.

Clicking | **"? | makes RWC5020A send MAC command to DUT at the next TX slot of RWC5020A. After
clicking | "2 | the button’s color and text will be changed like | ™" | After RWC5020A transmits

MAC command, they will be returned like | SE"P
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3.4 Utilities

It consists of 3 functions: DUT Control, Tester(RWC5020A) Control, and Screen capture.

3.4.1 DUT Control
This function is a simple terminal tool. It helps user control DUTs through RS232 using string command.

User can transmit DUT control commands all by one click or line-by-line.

3.4.1.1 How to Use
Just typing user own remote control commands and clicking | &2 =% transmits commands to
RWC5020A sequentially. User can use a special command SLEEP which just lets PC wait transmitting
for described time. The parameter of SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC

wait for 1000ms.

> run CLEAR VERIFY Show UserCmds | Open Port

|D:'\Prujects\R'.ucsaza'\a|:|:_src'\]ora_app'\Release'\code.txt File | Save Load

AT+RST
AT+CFM @

(AT+SEND 12345678

Cmd AT+RST 1= SEND CMD

[] show dut response LINE BY LINE

Fig 3.20 DUT Control

3.4.1.2 Verify Commands
Clicking verifies the commands on editor. Verifying criteria is based on the loaded user

commands. Verified commands will be colored. The blue colored commands are user commands, and

the grey colored ones are not user commands.
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3.4.1.3 Transmit Methods
Clicking | #3 ® | starts transmitting commands. Transmitting commands will be stopped if you click

3 5 or all commands are transmitted. Clicking transmits the selected command.
Clicking transmits listed commands line by line.

3.4.2 Tester (RWC5020A) Control
This function is a simple terminal tool. It helps user control RWC5020A through LAN using string command.

User can transmit RWC5020A remote commands all by one click or line-by-line.

3.4.2.1 How to Use

Clicking &3 ®/ starts transmitting commands on command window sequentially. User can use a
special command SLEEP. It makes PC wait for transmitting the next command. The parameter of
SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC wait for 1000ms.

3.4.2.2 Template
Template functions will fill the commands window with ready-made commands sequence as an

example.

§23 run CLEAR VERIFY Non-signaling LoRa w

RW(C5020A Control Template
‘ Performance Test Setup
No gnaling LoRa

R«<CONF : TESTER_MODE NST_TX £

ST:TX:MODE LORA
T:TX:MODE?

ST:TX:INTERVAL .2
:TX:INTERVAL?

:TX:5F SF7
:TX:SF?

STHICR 4.5

:TX:CR?

:TX:PREAMBLE_SIZE &
:TX:PREAMBLE_SIZE?

:TX:PAYLOAD_TYPE PRBS
:TX:PAYLOAD_TYPE?

:TX:PAYLOAD_SIZE 16
ITX:PAYLOAD_SIZE?

ITX:PAYLOAD @x123456783ABCDEF123456739ABCDEF
T:TX:PAYLOAD?

STX:IREFEAT_NUM lee
T:TX:REPEAT_NUM2

IRUN

:TX:STOP @

Cmd R<CONF:TESTER_MODE MNST_TX 12 SEMD CMD

LINEBY LINE

Fig 3.21 Tester Control
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3.4.2.3 Transmit Methods
Clicking | #3 ® | starts transmitting commands. Transmitting commands will be stopped if you click

3 5 or all commands are transmitted. Clicking transmits the selected command.
Clicking transmits listed commands line by line increasing the command number.

3.4.3 Screen Capture

Clicking |-/ ETMASE | cantyres and shows the current screen of the connected RWC5020A and save it
as a bmp file. If you click one of listed up file on list window, the selected bmp file will be shown on image

window.

|_', & GETIMAGE |
| C:\RWCS@284% lora_demo'\DUT_@B\NONE_3_22_2818 PM_4_21_ec.bmp
END DEVICE TEST EU_B6E / vio [/ A f
Receiver Sensitivity Test Link link
Sens. Level --dBm, PER: -.- Analyzer Analyze
[R¥1,5F12] -1236.0d8m MO DATA -
0 T Power Power
0.8 i o !
0.8 i wvs. Time Time
0.7 | —
0.6 f
§ 0E | Power Power
0.4 | ve. Channel Chann
0.3 i |
0.2 I
01 - T T T 1 1 Receiver Meas
0.0 i
132  -133 -184 185 136 187 138 -139 -140  -141 Sensitivity Sens
POWER (dBm)
SCEMARIO || PKT_NUM | START sToP STEP TARGET
ECHO 60 -132,0dBm || -141.0dBm || 1.0d8 0,100
EDT Mode GWT Mode NST Mode RUN Sens RUN Link
Captured image list 1file
NONE_3_22_2812_PM_4_21_85.bmp

Fig 3.22 Screen Capture

3.4.4 Function for Manufacturing

This function is for quick test for manufacturing. It helps user measure PER and the TX power of DUT very
fast and easily.
For this function, a special function has to be prepared in DUT.
In the special mode of DUT, transmitting MEAS_START_FLAG, counting packets, recognizing
MEAS_STOP_FLAG, and transmitting 3 same report frames functions should be prepared.

For the DUT information, “user data” such as serial number can be added In the MEAS_START_FLAG

packet
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3.4.4.1 Test concept
MEAS_START_FLAG packet transmitted from DUT makes RWC5020A start transmitting packets to DUT
at the power specified by user. After transmitting the MEAS_START_FLAG, DUT must switch to RX mode
to receive packets from RWC5020A and count the number of the packets received.
After transmitting all packets, RWC5020A transmits MEAS_END_FLAG packet that makes DUT stop
counting and report the number of received packets.
After receiving the MESA_END_FLAG from RWC5020A, DUT must transmit report frame including the
number of received frames 3 times within TIMEOUT time.
RWC5020A calculated PER with the reported information. Whenever DUT transmits any frame

RWC5020A measures the TX power of DUT and show the averaged value after receiving report packets.

&

b Wait start packet from DUT

SftuhWC?OZOA Special mode of DUT

FonE e LAG)

T MERL ppaxFFFF'lUSERDA“ (MenszAR_T:fi_"i_J R::dy to ;c?unt
B : S after sending
MeasuresTX_POW |&——— *USERDATA MEAS_SATRT_FLAG

- Ex) Serial

Transmits N packets

Successfully received
packets = K

Transmits - o —
MEAS_END_FLAG

—_ PL:
*-w—-w."l,-:exﬁrrr_@} —
o ——TEAS_END E—
OFLag) Stop counting after

MEAS_END_FLAG

N Send Report K 3times
—— Afterreceiving
Measures TX_POW — MEAS_END_FLAG

Calc PER=K/N S

Fig 3.23 Test scenario for manufacturing

3.4.4.2 Test configuration
Click to set up the MFG configuration

MFG CONFIGURATION B
MFG MODE LORA w NETWORK PUBLIC
Transmit Power | -130.0 |2{ dBm PER Criteria 010 %
Frequency 900.00000 % Hz  Power Criteria(Up) | 140 2| dBm
Pathloss 00 = dB Power Criteria{Low) | ~30.0 |2 dBm
DUT Type Report Timeout 3 sec
Bandwidth 125 w Number of Packets 50 |=
Spread Factor  |SF7 b Frame Interval 005 2 cec
Payload Type  (0000_0000 - Payload Size 16 = Byte
Use MAC format |OFF ~ Preamble Size g 2| Byte

Fig 3.24 Configuration window for MFG
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3.4.4.2 Operation example

Clicking | &3 *"| makes RWC5020A wait the MEAS_START_FLAG MFG from DUT.

NON-SIGNALING TEST

SEQ SF BW Pow | Time FCnt Port Data

Signal
Generator

Signal
Analyzer

MFG

Wait Starting Packet from DUT

4 Seduooccomm Lok i (enon 11300 - o %

Fig 3.25 The screen of MFGA of RWC5020A and PC App. waiting for MEAS_START_FLAG from DUT

NON-SIGNALING TEST

7 1125
7 1125
7 1125
7 1125

N P o R

-101
-130.0
-130.0
-130.0

29.43s -
0.05s | ----
0.05s | ===
0.05s | ----

SEQ SF BW Pow | Time FCnt Port Data

-- |FF FF 53 4E 3A 52 57 43 31 32
-- 100 00 00 00 0O 00 00 00 00 00
-- 101 00 00 00 00 00 00 00 00 00
-- 102 00 00 00 0O 00 00 00 00 00

Signal
Generator

Signal
Analyzer

MFG

Send Packets: 2/50

18 esecsscimn Lo s e 11200 E——

UTLTIES - MFG -

Fig 3.26 The screen of MFG of RWC5020A and PC App. while transmitting packets

NON-SIGNALING TEST

L6
SEQ SF BW Pow | Time FCnt Port Data

-- (2C 00 00 00 00 00 00 00 00 00
-- 12D 00 00 00 00 00 00 00 00 00
-- :2E 00 00 00 00 00 00 00 00 00
-- 2F 00 00 00 00 00 00 00 00 00
-- 130 00 00 00 00 00 00 00 00 0O
-- 131 00 00 00 00 00 00 00 00 0O
-- FF FF 00 00 00 00 00 00 00 00
-- 131 00

-- 131 00

-- 131 00

44 |7 (125
45 |7 1125
46 7 128
47 7 125
48 | 7 :125
49 |7 125
50 (7125
1 17125
2 7 1125
3 7 1128

-130.0
-130.0
-130.0
-130.0
-130.0
-130.0
-130.0
-105
-10.7
-10.7

0.05s | ----
0.055 | ===
0.05s | ----
0.05s | -
0.05s | ----
0.05s | ----
0.05s | ----
12.23s -
0195 | ----
021s | -

Signal
Generator

Signal
Analyzer

MFG

PER: 0.020 (1/50)

POW: -10.6dBm

i maswonacemm - Loka Ausctist (i 11208 - o x

Fig 3.27 The screen of MFG of RWC5020A and PC App. waiting for report frames from DUT
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3.4.4.3 Getting the result

User can take measured result PER and TX Power of DUT using remote commands.

Commands for

Reading the measured power of DUT : READ:NST:MFG:POW?

Reading the measured PER of DUT : READ:NST:MFG:PER?

Reading the user data in MEAS_START_FLAG frame : READ:NST:MFG:DUT_INFO?

§H RedwoodComm - LoRa Autotest (Version - 1.120a)

UTILITIES - MFG

PROJECT  SETUP  ABOUT 3 84 LoR: 3 o =

PROJECT lora_demo DUT NAME REPORTPATH  D:\Software\lora_demo\DUT_RWC

- T

LoRa CERTIFICATION Q‘ PERFORMANCE =\ LINK ANALYZER [Etffeare reporT | |7 "L oPEN REPORT ) 0
UTILITIES RUN cear | save I CONFIG Quick measurement using MFG scenario

SEQ  TIME DATA POW  PER VERDICT
SCR. CAPTURE 1
v [ oc00:1a snRwcn23ast 102 | 0.020 PASS G Q G\:
L
ESTERCTRL 1 00:00:13  SN:RWCI2352 102 0.000 PASS
2 00:00:14  SN:RWCI2353 102 0.040 PASS MFG Measurement () Manufacturing Mode
DUT CTRL 3 00:00:15 SN:RWC123454 -10.4 0.260 . seas, START_FLA
@xFFFF|USERDA =
.
=T A
CLEAR MON MSG [READ :NST :MFG:PER?
o2
CLEAR SPY MSG | |READ :nST:MFG: DUT_INFO?
sn:Rict23454
SAVE SPY MSG v
View Remote Message e LI
DUT FORT

Fig 3.28 Example test using 4 DUTs(N=50, Target PER=0.1)
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V. Report Functions

This chapter explains how to handle test reports for various kinds of test results. With report functions,

user can see a report messages while test, and create a report file after test finished and open it
whenever user want to.

4.1 Report File Manager
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4.1 Report File Manager

4.1.1 Create Report
Clicking (e revorT pops up the save file window. You can change file name and save the result

document. The result file will be saved as a word document. | LESFEATEREPORT | iy e enabled on
Certification and Performance tab.

H:J Save As
M <« Local Disk (C:) » RWC5020A » v O Search RWC5020A y=l
Organize » MNew folder == w
$5ysReset A Name Date medified Type ol
Brother AppNote 3/21/2018 AM 11:10  File folde
Intel lora_demo 3/22/2018 AM 11:14  File folde
Keil_v5 manual 3/21/2018 AM 11:10  File folde
MSOCache D lora_demo.prj 3 2018 PM 2:06 PRI File
OneDriveTemp & perbmp 3/22/2018 PM 425 BMP File
Perflogs @ pow.bmp 3/22/2018 PM 4:25 BMP File
& pow2.bmp 3/22/2018 PM 4:25 BMP File
P Fil —
rogram Fres ] wes020.ini 3/22/2018PM 3128 Configuri
Program Files { [2] RWC50204 PC APP Release Note.pf 3/20/2018PM 2:49  Fouit Rear
ProgramData gn RWCS0204_App.exe 3/22/2018 AM 11:17  Applicatis v
RWC5020A v < >
File name: | [SEUAeTVRIE
Save as type: ~
+ Hide Folders Cancel

Fig 4.1 Creation of Test Report File

4.1.2 How to Open the Saved Report File
Clicking (=S open reporT pops up a REPORT LIST window. Double clicking on a file name opens the
selected file. The reading tool is Microsoft Word installed on your PC.

REPORT LIST [

ST_CERTIFICATION_EU_TEST_RESULT.doc
ST_CERTIFICATION_EU_TEST_RESULT2.doc
ST_MICRON_CERTIFICATION_AS_TEST_RESULT.doc
ST_MICRON_CERTIFICATION_EU_TEST_RESULT.doc
ST_MICRON_PERFORMANCE_TEST_RESULT.doc
ST_MICRON_PERFORMAMNCE_TEST_RESULT2.doc

Fig 4.2 List of Test Report File
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V. Revision History

\ersion Date Description

V1.11 2018.03.22 - Created for Firmware version: V1.11
V1.12 2018.04.25 - Modified for Firmware version: V1.12
V1.13 2018.07.19 - Modified for Firmware version: V1.13
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